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Network Addressing 

A network address serves as a unique identifier for a computer (or other devices) on a network. 
When set up correctly, computers can determine the addresses of other computers on the network 
and use these addresses to send messages to each other. 

Just like postal street addresses, network layer addresses are grouped based on physical location 
in a network. The rules differ for some network layer protocols, but the grouping concept is 
identical for IP, IPX, and AppleTalk. In each of these network layer protocols, all devices on 
opposite sides of a router must be in a different Layer 3 group, 

Network addresses identify devices separately or as members of a group. Addressing is 
performed on various layers of the OSI model. Thus, schemes used for addressing vary on the 
basis of the protocol used and the OSI layer. On this basis, internetwork addresses can be 
categorized into three types. These are:   

  

(a)  Data link layer addresses  

(b)  Media Access Control (MAC) addresses   

(c) Network layer addresses.  

Network layer (Layer 3) addressing schemes were created with the following goals: 

 The address space should be large enough to accommodate the largest network for which 
the designers imagined the protocol would be used. 

 The addresses should allow for unique assignment. 
 The address structure should have some grouping implied so that many addresses are 

considered to be in the same group. 
 Dynamic address assignment for clients is desired. 

  

 

a) Data Link Layer Addresses  

Data-link layer addresses are sometimes referred to as physical or hardware addresses, uniquely 
identify each physical network connection of a network device. Usually data-link addresses have 
a pre-established and fixed relationship to a specific device.  

 End systems generally have only one physical network connection and thus, have only one data-
link address. Routers and other internetworking devices typically have multiple physical network 
connections and therefore, have multiple data-link addresses.   

  



 

b) Media Access Control (MAC) Addresses  

Media Access Control (MAC) addresses are used to identify network entities in LANs that 
implement the IEEE MAC addresses of the data link layer. These addresses are 48 bits in length 
and are expressed as 12 hexadecimal digits.  

  

MAC addresses are unique for each LAN interface. These addresses consist of a subset of data 
link layer addresses. Figure 4 illustrates the relationship between MAC addresses, data-link 
addresses, and the IEEE sub-layers of the data link layer. 

 

Figure : MAC addresses, data-link addresses, and the IEEE Sub-layers of  the data link layer are 
all related 

 

c) Network Layer Addresses  

Network addresses are sometimes called virtual or logical addresses. These addresses are used to 
identify an entity at the network layer of the OSI model.  Network addresses are usually 
hierarchical addresses. 

 Flat Vs Hierarchical addressing 
 
A flat address space is organized into a single group, such as, your enrolment no. 
Hierarchical addressing offers certain advantages over flat-addressing schemes. In 
hierarchical addressing, address sorting and recalling is simplified using the comparison 
operation. For example, “India” in a street address eliminates any other country as a 
possible location. In a flat routing infrastructure, each network ID is represented 
individually in the routing table. The network IDs have no network/subnet structure and 
cannot be summarized. RIP-based IPX internetworks use flat network addressing and 
have a flat routing infrastructure. 
 
Hierarchical addresses are organized into a number of subgroups, each successively 
narrowing an address until it points to a single device as a house address. In a 
hierarchical routing infrastructure, groups of network IDs can be represented as a single 
routing table entry through route summarization. The network IDs in a hierarchical 
internetwork have a network/subnet/sub-subnet structure. A routing table entry for the 



highest level (the network) is also the route used for the subnets and sub-subnets of the 
network. Hierarchical routing infrastructures simplify routing tables and lower the 
amount of routing information that is exchanged, but they require more planning. IP 
implements hierarchical network addressing, and IP internetworks can have a hierarchical 
routing structure. 
 
In hierarchical routing infrastructures, the internetwork can be divided into routing 
domains (also known as regions or areas). A routing domain is a collection of contiguous 
networks connected by routers that share the routing information for the routes within the 
domain. Routing domains are connected by a common routing domain called the 
backbone. Intra-domain routing is performed by the routers within the domain. Inter-
domain routing is performed by domain routers connected to the backbone. 
 

 
Figure: Hierarchical and flat address spaces differ in comparison operations 

 
 

 Physical Addresses vs. Virtual Addresses 

Most network devices have several different addresses. Physical addresses belongs to 
individual network interfaces attached to a device. 

For example, the Wi-Fi radio and the Bluetooth radio of a mobile device will each 
possess their own physical network addresses. Separately, virtual addresses can be 
assigned to devices according to the kind of network they are attached to.  The virtual 
addresses of a mobile device, for example, change as it migrates from one network to 
another (while their physical addresses remain fixed). 



Static vs. Dynamic Address   

 In networking, the address to a device can be assigned in either of these two ways:  

 (i)   Static address assignment: Static addresses are assigned by a network administrator 
according to a preconceived internetwork addressing plan. A static address does not 
change until the network administrator changes it manually.   

  

(ii)  Dynamic addresses: Dynamic addresses are obtained by devices when they are 
attached to a network, by means of some protocol-specific process. A device using 
dynamic address often has a different address each time it connects to the network.   

 


